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(Suppl enentation is prohibited.)

A. REFERENCES

1. DLAR 5200.17, Security Requirenments for Automated Information And
Tel econmuni cati ons Syst ens.

2. DoDD 5200.28, Security Requirenments for Automated Information Systens (AlSs).
3. DLA Internet Policy, My 1997.
4. DLAR 1406.1, Mintaining Discipline.

B. PURPOCSE. This docunent is intended to further define what is presented in the
DLA Internet Policy. This docunent will also clarify and anplify guidelines for
Internet usage. This docunent establishes policy, provides guidance, and assigns
responsibilities for the use of the Internet and Wrld Wde Wb, Intranets, and
electronic mail by mlitary, local nationals, civilian, and contracted personnel of
the Defense Reutilization and Marketing Service (DRVS). It applies to all such
personnel who use government-furni shed resources to disseninate or obtain
information via these nedia.

C. APPLICABILITY AND SCOPE. This directive applies to all offices/directorates of
HQ DRVS and all DRMVS field activities. This directive pronotes the DLA Internet
policy (reference A3.) The procedural steps and the individual responsibilities are
in consonance with the security requirenents of the DLAR 5200.17 (reference Al) and
DoDD 5200. 28 (reference A2).

D.  DEFI NI TI ONS.

1. Accountability. The property that enables activities on an Automated
Informati on System (AI'S) to be traced to individuals who may then be held
responsi ble for their actions.

2. Audit. An independent review and exanm nation of systemrecords and activities
to test for adequacy of systemcontrols, to ensure conpliance with established
policy and operational procedures, and to recomend any indicated changes in
controls, policy, or procedures.

3. Comuni cations Security. Measures taken to deny unauthorized persons
i nformati on derived fromtel econmuni cations of the U S. Governnent concerning
nati onal security, and to ensure the authenticity of such tel ecomunications.
Conmuni cati ons security includes cryptosecurity, transm ssion security, em ssion
security, and physical security of conmmunications security material and i nformation

4. Designated Approving Authority (DAA). The official who makes the fina
determ nation as to whether an AIS or Data Processing Information (DPl) has
sufficiently reduced its operational security risk to nmerit accreditati on and who
i ssues a dated, witten accreditation statement authorizing the AIS to operate in a
designated security node and at a defined |level of risk. The DAA nust be at an
appropriate organizational level with authority to accept the risk residual in an
Al'S or DPI

5. Free Activities/sites. These are addresses that may be used that do not
charge for services. The government is in no way obligated to pay any costs for
usage.



6. Information. Know edge such as facts, data, or opinions, including nunerical
graphic, or narrative forns, whether oral or maintained in any medi um

7. Internet. "Internet" refers to the global information systemthat -

(i) is logically Iinked together by a globally uni que address space based on
the Internet Protocol (IP)

(ii) or its subsequent extensions/followons; is able to support conmunications
using the Transm ssion Control Protocol/lInternet Protocol (TCP/IP) suite or its
subsequent extensions/foll ow ons, and/or other |P-conpatible protocols; and

(iii) provides, uses or makes accessible, either publicly or privately, high
| evel services |ayered on the comunications and related infrastructure descri bed
herein."

8. Need-To-Know. The necessity for access to, know edge of, or possession of
specific information required to carry out official duties.

9. Network. A communications medium and all conponents attached to that nedium
whose responsibility is the transference of information. Such conponents may
i nclude Al Ss, packet switches, tel ecommunications controllers, key distribution
centers, and technical control devices.

10. Oficial Duties. Duties addressed in enployee’'s current Position Description
(PD) or additional duties assigned by supervisor.

11. Resource. In an AI'S, anything used or consuned while perfornmng a function
The categories of resources are: tinme, information, objects (information
cont ai ners), or processors.

12. Security Incidents. Security events which violate neither |aws nor
regul ations (e.g., locking up a termnal by exceeding the allowed nunber of tries to
correctly enter a logon ID or password; unexpl ai ned access by a user to an otherw se
deni ed object).

13. Security Violations. Actions of two types: those which violate one or nore
laws of a duly constituted civil authority and those which violate DLA regul ati ons.

14. Tel ecommunications. A general term expressing data transm ssi on between
conputing systens and renotely | ocated devices via a unit that perfornms the
necessary format conversion and controls the rate of transm ssion

E. POLICY

1. The Internet may be used for official purposes. Under no circunstance wll
classified informati on be placed on or nmade accessible by the Internet. Oficial use
is further defined as foll ows:

a. Obtaining or exchanging information to support DLA or DoD m ssions could
i ncl ude researchi ng manufacturer’s information or accessing information or
regul ati ons from anot her governnment web site.

b. (Obtaining or exchanging information that enhances the professional skills of
DLA enpl oyees, thereby inproving job performance and benefiting the agency — such as
i nprovi ng research, report witing, or conmunications skills.

c. Inmproving an enpl oyee’s formal education, when approved by an inmedi ate
supervi sor. Requests nust docunment how this will inprove the enployee' s formal
education and why this is in the best interest to the Federal Government. Requests
must be submitted in hardcopy or email to the imredi ate supervisor. Hardcopy or
emai|l requests will be signed by the supervisor and returned to the enpl oyee, or
returned with a negative response with reasons cited. Supervisors will decide if
enpl oyees may engage in this activity on conpany tine or personal tinme on a case by
case basis. The request will be docunmented whether the enployee is allowed to
performthis activity on governnent or personal time. This applies to free
activities only. |If charges are incurred, these activities nust be treated as



training and the appropriate docunments with fund cites nust be submtted. Enployees
are not allowed to obligate funds.

2. NON-OFFI G AL USE as authorized in the DLA Internet Policy is hereby approved
by the DRVE Commander. However, there are limtations. NONOFFICIAL USE is further
defined and restricted as foll ows:

a. The use nust not adversely affect the enployee’ s perfornmance of official
duties. Any non-official use nust take place on the enployee’s own tinme, such as
breaks, lunch or before/after duty hours. An enployee’s job nmust not suffer as a
result of using the Internet. |If an enployee’s supervisor determnes job
performance is affected, Internet privileges may be Iimted or revoked entirely.
This will be done on a case by case basis, so as not to punish everyone for the few
who may abuse this privilege.

b. Internet usage nmust al so serve such legitimte public interests as:

(1) Enhancing enpl oyees’ professional skills. These skills should have sone
applicability to the current job, the discipline in which the enpl oyee received a
col | ege degree, or an area which the governnent has sponsored substantial training.
However, it does not have to deal with an ongoing issue or problemin the current
job, as that is permtted as ‘official’ use. These are skills, not nere know edge,
that are being enhanced. Exanples of this mght be acquiring a better understandi ng
of statistical neasures, review ng nedical or health/wellness information to better
deal with clients, taking courses or training oriented toward sone professiona
skills or investigating new problem sol ving techni ques.

(2) Educating the enployee on the use of the Internet as a business and
conmmuni cation tool. This could include accessing ot her governnent agency’'s web
sites, accessing vendors’ web sites to retrieve information, or |ooking at web
presentation techniques fromvalid and respectable sites. See prohibited use
section for exanples not all owed.

(3) Inproving the noral e of enployees who are stationed away from honme for
ext ended peri ods.

(4) Enabling enployee’s participation in professional or civic associations
that would not in anyway be detrimental to the U S. CGovernnent. Exanples would
i ncl ude charitabl e organi zati ons, chanber of conmerce, business groups, managenent
associ ati ons, conputer associations or groups, or civic events.

(5) Helping mlitary and civilian personnel to seek job opportunities in the
federal governnent.

3. Prohibited use covers illegal, imoral, or inproper acts such as ganbling,
vi siting pornography sites, soliciting for personal gain, personal transactions
ot her than previously approved (i.e. Thrift Savings site), storing persona
i nformati on, playing ganes, use of non-governmental CDs for personal entertai nnent
or engaging in chain letters. Breaches of security, such as sharing passwords for
protected web sites, are also prohibited. The itens listed in this section are not
allowed at any tine. The following information is provided to DRVS enpl oyees for
clarification:

a. Downl oadi ng copyrighted software w thout express perm ssion. Perm ssion
must be received fromthe originator of the software, and any tinme constraints mnust
be obeyed (i.e., 30 day denp). Denp software nust be renoved at the end of the deno
time period. Witten perm ssion nmust al so be received fromthe enployee' s i nredi ate
supervisor. Software nust al so be approved by the PDB (Project Devel opnent Board)
and registered with DRVS-C EUC

b. Downl oadi ng wit hout ensuring protection against viruses. Virus protection
software is installed on all LAN and personal conputers. Intentionally renoving or
bypassing the software is prohibited.

c. Msrepresenting personal opinion as official information. Enployees cannot
send out erail or nmessages to newsgroups or interact with web sites espousing
personal opinion as official government policy or pronouncenent. The use does not
put Federal Governnent resources to uses that would reflect adversely on DOD or the
DOD Conponent (such as involving comercial activities; unofficial adverti sing,
soliciting or selling, violation of statute or regulation; and other uses that are
i nconpatible with public service).



d. Approval - The Public Affairs Ofice and the Designated Approving Authority
must be aware and approve of all information contained on DRV s web site. Day to
day busi ness does not have to be cleared (i.e. daily solicitations/bits). This
requi renent includes not only DRMS s hone page, but also all applications
interfacing or using the Wrld Wde Wb as part of their processing infrastructure.

e. Conventions and Etiquette - E-mail. No profanity, threats, intent to commt
or commi ssion of illegal or inproper acts are all owed. The Federal Government
reserves the right to nonitor all email sent, received, or stored if inproper use of
government ADP resources is suspected

f. File Transfers. File transfers are a legitinmate way of retrieving data from
a renote source. The sanme Internet rules apply. The data being transferred nust be
appl i cabl e under official or non-official use.

g. Chat. Accessing chat roons for the purpose of soliciting assistance on job
rel ated problens is authorized. However, the chat room nust be oriented to solving
such problens. Accessing chat roons for any other purpose is not authorized. Chat
roons nust be used as a communi cation t ool

h. Security.

(1) There is very little security on the Internet. However, auditing is
avai |l abl e. The Command Security O fice staff reserves the right to review and
monitor all audit trails. Al other attenpts within the agency to review audit
trails must be coordi nated t hrough the Command Security office. Any infractions
found will be turned over to the appropriate areas for action. See DLAR 1406.1,
Mai nt ai ni ng Di sci pl i ne.

(2) Certain areas of the DRVS web pages are restricted to only users with
.ml or .gov IP addresses or who have been authorized access to those pages. Access
to internal pages are approved only by the appointed approving authority. If
requi red, additional |ockdowns will be strictly enforced.

4. DRVM5 HQis responsible for the establishment of all WEB Servers for DRVS
Under no circunstances shall DRMO personnel create pages or establish web servers
with commercial or government entities for DRVS informati on without prior witten
consent from DRVS Wb Administration and Public Affairs.

F. RESPONSI BI LI TI ES
1. Manager will:

a. Approve or disapprove web usage or web page devel opnent within the office
It is assunmed that approval has been granted for web usage unl ess previously
resci nded.

b. Gve approval in witing for any special tinme consum ng web accesses.

c. Ensure that users know the rules and regul ati ons dealing with web usage

d. Ensure that enployees are inforned upon inplenentation of this policy and,
at a mninum annually thereafter of their responsibilities regarding use of the
VAEB/ | nt er net .

2. DRWVB users will:

a. Ensure that anti-virus detection is running on system
b. Have supervisor’s approval for web accessing.
c. Have supervisor’s approval in witing for special web accesses such as
downl oadi ng software, doing classes or other duty time consum ng web tasks.
d. Adhere to the guidelines and procedures explained in this docunent.

3. Information System Security O ficer (1SSO wll:

a. Ensure that users know the operating procedures in accordance with
regul ati ons.

b. Inplenment security procedures for the activity's web security program

c. Mintain this directive in a current status and review it annually.



4. End User Computing (EUC) will:

a. Ensure that the nost current version of the approved anti-virus program has
been install ed.

b. Ensure that a current version of the anti-virus programis available for
downl oadi ng from the web.

5. Wb masters will:

a. ldentify the access requirements for DRVS web page.
b. Provide gui dance on web usage.

G EFFECTI VE DATE AND | MPLEMENTATI ON. This directive is effective upon its
publ i cati on.

H. | NFORVATI ON REQUI REMENTS. Reserved for future use.

BY ORDER OF THE COMVANDER

ROLAND V. JOHNSON
Li eut enant Col onel, OD, ARNG
Executive O ficer



